IRef 
# 


/ Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


SI 


1 


zombie adj application 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 11:50 


S2 


82 


(713/188).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 11:53 


S3 


0 


( denialadj2service ).PN. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/24 17:09 


S4 


573 


denial adj2 service 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/24 18:16 


S5 


303 


(denial adj2 service) and packet 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/24 17:09 


S6 


337 


(denial adj2 service) and packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:13 


S7 


4418 


without adj (receive or receiving) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:10 


S8 


7 


(without adj (receive or receiving)) 
and ((denial adj2 service) and packet) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:11 


S9 


225 


denial.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 14:06 


S10 


76042 


service.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:11 


Sll 


89 


denial.ti. and service.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:11 


S12 


268 


((denial adj2 service) and packet) and 
(receive or receiving) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:14 


S13 


162 


((denial adj2 service) and packet) and 
((receive or receiving) with packet) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:15 


S14 


2 


DDOS.ti. 


USPAT;- 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:15 


S15 


48 


distributed adj denial 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:36 
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S16 


25 


"5983348" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:19 


S17 


49 


"5999932" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:20 


S18 


25 


"6052788" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:20 


S19 


11708 


receiving adj4 packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:21 


S20 


0 


"not receiving" adj4 packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:21 


S21 


10 


"6108800" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:22 


S22 


10 


"6119236" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:24 


S23 


44558 


pattern and behavior 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:24 


S24 


2806 


(pattern and behavior) and packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON . 


2004/10/24 17:24 


S25 


119. 


((pattern and behavior) and packet) 
and denial 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 17:24 


S26 


117 


(((pattern and behavior) and packet) 
and denial) and service 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:14 


S27 


18 


"6154844" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:16 


S28 


2 


(denial adj2 service) and zombie 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/24 18:17 


S29 


61 


zombie 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:17 


S30 


2 


zombie and (denial adj2 service) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:18 


S31 


1 


(denial adj2 service) and drone 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:24 
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"S32 


25 


"6321338" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:26 


S33 


41485 


packet same (receive or receiving or 
reception) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:26 


S34 


9622 


(packet same (receive or receiving or 
reception)) and list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:27 


S35 


12518 


(packet same (receive or receiving or 
reception)) and monitor 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:27 


S36 


14549 


(packet same (receive or receiving or 
reception)) and (monitor or 
monitoring) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:27 


S37 


551 


((packet same (receive or receiving or 
reception)) and (monitor or 
monitoring)) and (denial or flooding) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:34 


S38 


451 


((packet same (receive or receiving or 
reception)) and (monitor or 
monitoring)) and attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:28 


S39 


217315 


(receive or receiving).ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:28 


S40 


280 


(((packet same (receive or receiving 
or reception)) and (monitor or 
monitoring)) and attack) and (pattern 
or behavior) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:29 


S41 


93 


((((packet same (receive or receiving 
or reception)) and (monitor or 
monitoring)) and attack) and (pattern 
or behavior)) and (denial or flood or 
flooding) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:33 


S42 


3958 


attack.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:32 


S43 


31 


attack.ti. and (flood or flooding) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:07 


S44 


4760 


(flood or flooding).ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:35 


S45 


102 


((flood or flooding).ti.) and network 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:42 


S46 


11 


"6412000" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:45 
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•S47 


23 


"6088804" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:52 


S48 


69 


(without adj receiving) adj5 packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:59 


S49 


0 


("not" adj receiving) adj5 packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:49 


S50 


0 


('not' adj receiving) adj5 packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:49 


S51 


0 


"not" adj receiving 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:50 


S52 


0 


"not receiving" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:49 


S53 


1661310 


'not' 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:50 


S54 


0 


'not adj receiving 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:50 


S55 


0 


'not receiving' 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:50 


S56 


52 


'not' same receive 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:52 


S57 


994 


rate adj receiving 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:52 


S58 


10 


"6044402" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:54 


S59 


5 


"5850515" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:54 


S60 


9 


"5581559" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:54 


S61 


2 


transmitting adj without adj receiving 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 18:55 


S62 


48 


"5455865" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:03 
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S63 


412 


sender same idle 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:03 


S64 


243 


sender with idle 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:03 


S65 


54 


(sender with idle) and (network and 
packet) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:04 


S66 


57 


(pattern adj2 packet) with 
(transmission or reception) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:09 


S67 


0 


packet adj reception adj pattern 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:10 


S68 


0 


ping.ti. and flood.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:15 


S69 


0 


ping.ti. and flooding. ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:15 


S70 


0 


ping.ti. and attack.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:15 


S71 


0 


ping.ti. and bomb.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:15 


S72 


0 


icmp.ti. and flood.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:15 


S73 


0 


icmp.ti. and flooding. ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:15 


S74 


18 


"5822434" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:34 


S75 


1164 


drone or zombie 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:36 


S76 


159 


(drone or zombie) and network 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:37 


S77 


26 


((drone or zombie) and network) and 
attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:38 


S78 


261 


inbound adj traffic 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:38 
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S79 


865 


incoming adj traffic 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:38 


S80 


285 


(inbound adj traffic) or (incoming adj 
traffic) and attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:38 


S81 


45 


((inbound adj traffic) or (incoming adj 
traffic)) and attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:39 


S82 


56839 


outgoing or outbound 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:39 


S83 


11027 


(outgoing or outbound) and traffic 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:39 


S84 


34 


(((inbound adj traffic) or (incoming adj 
traffic)) and attack) and ((outgoing or 
outbound) and traffic) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:40 


S85 


31 


traffic adj log 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:44 


S86 


988 


(receiving or receive) adj log 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:45 


S87 


22 


((receiving or receive) adj log) and 
(flooding or flood or denial) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/24 19:45 


S88 


0 


drone adj program 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:13 


S89 


4 


drone adj application 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:13 


S90 


1 


zombie adj program 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:13 


S91 


1 


zombie adj application 


USPAT; . 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:18 


S92 


180 


packet adj monitor 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:20 


S93 


449 


(370/229).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/28 10:20 
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S94 


660 


(370/230).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/28 10:20 


S95 


247 


(370/231).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/28 10:20 


S96 


439 


(370/232).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/28 10:20 


S97 


107 


(370/230.1).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2004/10/28 10:23 


S98 


1752 


(discard or block) adj packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:24 


S99 


1752 


((discard or block) adj packet) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:24 


SIO 
0 


35 


((discard or block) adj packet) adj5 
(application or program or client) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:31 


SIO 
1 


10 


pattern adj3 (packet adj transmission) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:25 


SIO 
2 


6365 


behavior and packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:32 


SIO 
3 


6063 


(behavior and packet) and (application 
or program or client) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:32 


SIO 
4 


1861 


(behavior and packet) and (behavior 
same (application or program or 
client)) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:33 


SIO 
5 


1000 


(behavior and packet) and (behavior 
with (application or program or 
client)) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:33 


SIO 
6 


949 


((behavior and packet) and (behavior 
with (application or program or 
client))) and (discard or block or 
monitor) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:34 


SIO 
7 


477 


(((behavior and packet) and (behavior 
with (application or program or 
client))) and (discard or block or 
monitor)) and pattern 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:34 
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'SIO 
8 


477 


((((behavior and packet) and 
(behavior with (application or program 
or client))) and (discard or block or 
monitor)) and pattern) and 
(application or program) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:34 


SIO 
9 


380 


(((((behavior and packet) and 
(behavior with (application or program 
or client))) and (discard or block or 
monitor)) and pattern) and 
(application or program)) and list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:49 


Sll 
0 


594 


denial adj2 service 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:49 


Sll 

1 


0 


denial adj of adj service 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:50 


Sll 
2 


483 


denial adj service 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 10:50 


Sll 
3 


58 


(denial adj service).ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:00 


Sll 
4 


1187 


zombie or drone or stooge 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:01 


Sll 
5 


12 


(zombie or drone or stooge) adj2 
(client or application or program or 
server) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:01 


Sll 
6 


1170 


spoofed or spoof or spoofing 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:03 


Sll 
7 


318 


(spoofed or spoof or spoofing) and 
attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:34 


Sll 
8 


76 


(spoofed or spoof or spoofing).ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:04 


Sll 
9 


15 


((spoofed or spoof or spoofing).ti.) 
and (attack or fraudulent) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:05 


S12 
0 


5255 


application near4 list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:34 


S12 
1 


262 


(application near4 list) and attack 


" USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 11:34 


S12 
2 


100 


((application near4 list) and attack) 
and packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 12:55 
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'S12 
3 


25 


"6002772" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/10/28 12:56 


S12 
4 


456 


713/182 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/08 17:39 


S12 
5 


1599 


(709/223). COS. 


USPAT; 
USOCR 


OR 


OFF 


2004/11/08 17:39 


S12 
6 


1943 


(709/224).CCLS. 


USPAT; 
USOCR 


OR 


OFF 


2004/11/08 17:40 


S12 
7 


867 


(709/225).CCLS. 


USPAT; 
USOCR 


OR 


OFF 


2004/11/08 17:39 


S12 
8 


2 


(713/182 or ((709/223).CCLS.) or 
((709/224).CCLS.) or ((709/225).CCLS. 
)) and zombie 


USPAT 


OR 


OFF 


2004/11/08 17:41 


S12 
9 


4074 


713/182 or ((709/223).CCLS.) or 
((709/224).CCLS.) or ((709/225).CCLS. 
) 

(713/182 or ((709/223).CCLS.) or 
((709/224).CCLS.) or ((709/225).CCLS. 
)) and (dos or ddos) 


USPAT 


OR 


OFF 


2004/11/08 17:44 


S13 
0 


210 


USPAT 


OR 


OFF 


2004/11/08 17:44 


S13 
5 


124 


ACL and firewall 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:09 


S13 
6 


849 


access adj control adj list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:09 


S13 
7 


6159 


firewall 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:01 


S13 
8 


194 


S136 and S137 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:04 


S13 
9 


57 


watch adj list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:02 


S14 
0 


1 


S139 and S137 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:03 


S14 
1 


86 


S138 and (flood or flooding or ddos or 
attack) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:04 


S14 
2 


50 


ACLti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:09 


S14 
3 


0 


S142 and firewall 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:09 
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S14 
4 


56 


(access adj control adj list).ti. 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:10 


S14 
5 


103 


S142 or S144 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:10 


S14 
6 


8 


S145 and (pattern or behavior) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:12 


S14 
7 


100 


blocking adj reception 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:27 


S14 
8 


1453 


blocking adj transmission 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:12 


S14 
9 


4684 


block adj transmission 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:12 


S15 
0 


485 


block adj reception 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:12 


S15 
1 


198 


block adj client 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:12 


S15 
2 


31 


blocking adj client 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:12 


S15 
3 


6474 


S147 or S148 or S149 or S150 or S151 
or S152 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:12 


S15 
4 


704 


S153 and list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:13 


S15 
5 


8 


S154 and (denial adj2 service) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:13 


S15 
6 


36 


S154 and (attack) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:14 


S15 
7 


194 


(713/151).CCLS. 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:16 


S15 
8 


76 


(713/154).CCLS. 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:16 


S15 
9 


89 


(713/152).CCLS. 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:15 


S16 
0 


330 


S157 or S158 or S159 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:16 
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S16 
1 


73 


S160 and attack 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:17 


S16 
2 


6018 


(host or client) with (behavior or 
pattern) 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:18 


S16 
3 


462 


S162 and attack 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:18 


S16 
4 


140 


S163 and packet 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:18 


S16 
5 


79 


S164 and firewall 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/11/10 17:18 


S16 
6 


4 


S147 and client 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:28 


S16 
7 


129 


blocking adj packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:29 


S16 
8 


6596 


S153 or S167 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:29 


S16 
9 


746 


S168 and list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:29 


S17 
0 


305 


S169 and packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:29 


S17 
1 


20 


S170 and attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:31 


S17 
2 


755 


block adj list 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:31 


S17 
3 


203 


blocked adj (programs or software or 
clients or applications) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:32 


S17 
4 


203 


blocked adj (program or software or 
client or application) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:32 


S17 
5 


5 


S174 and firewall 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:33 


S17 
6 


7 


S172 and firewall 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/10 17:33 


S17 
7 


132 


pattern same (packet adj 
transmission) 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:13 
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S17 
8 


34 


"5884025" 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:13 


S17 
9 


48 


"5842040" 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:15 


S18 
0 


97 


"5826014" 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:13 


S18 
1 


18 


"5822434" 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:14 


S18 
2 


59 


"5604803" 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:17 


S18 
3 


26 


"5481611" 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:14 


S18 
4 


170158 


network.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:18 


S18 
5 


77 


S184 and attack.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:53 


S18 
6 


1 


DDOS.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 12:54 


S18 
7 


14 


distributed. ti. and attack.ti. 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 14:02 


S18 
8 


4 


"6,471,068" 


USPAT; 
EPO; 

DERWENT 


OR 


OFF 


2004/11/15 14:02 


S18 
9 


1 


"20030014654" 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:22 


S19 
0 


249 


threshold adj analysis 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:22 


S19 
1 


12 


S190 and attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:23 


S19 
2 


19189 


network adj connection 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:39 


S19 
3 


1425711 


ratio 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:39 
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' S19 
4 


2343 


S192 and S193 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:39 


S19 
5 


49773 


ratio same (connection or transmitting 
or trasmit) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:40 


S19 
6 


8516 


S195 and network 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:40 


S19 
7 


256 


S196 and attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:40 


S19 
8 


89 


ICMP and ratio 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:40 


S19 
9 


17 


S198 and attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:47 


S20 
0 


0 


rarely adj receiving adj2 packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:53 


S20 
1 


114991 


attack 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:53 


S20 
2 


37300 


error near8 (receive or receiving or 
reception) 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:53 


S20 
3 


140 


S201 and S202 and packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:53 


S20 
4 


2219 


(error near8 (receive or receiving or 
reception)) same packet 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:53 


S20 
5 


49 


S204 and S201 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2004/11/15 17:53 


S20 
6 


511 


713/182 


USPAT; 
EPO; 

DERWENT 


OR 


ON 


2005/06/27 11:53 


S20 
7 


89 


(713/154).CCLS. ^>C_ 


US-PGPUB; 
USPAT 


OR 


OFF 


2005/06/27 11:53 


S20 
8 


2185 


(709/224).CCLS. 


USPAT; 
USOCR 


OR 


OFF 


2005/06/27 11:53 


S20 
9 


1828 


(709/223).CCLS. 


USPAT; 
USOCR 


OR 


OFF 


2005/06/27 11:53 


S21 
0 


997 


(709/225).CCLS. 


USPAT; 
USOCR 


OR 


OFF 


2005/06/27 11:53 
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S21 ' 
1 


91 


(713/188).CCLS. 




USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 11:53 


S21 
2 


495 


(370/229).CCLS. 




USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 11:53 


S21 
3 


722 


(370/230).CCLS. 




USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 11:54 


S21 
4 


264 


(370/23 1).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 13:17 


S21 
5 

S21 
6 


470 
73 


(370/232).CCLS. 
(713/152).CCLS. 




USPAT; 
USOCR; 
EPO; 

DERWENT 

USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 
OR 


OFF 
OFF 


2005/06/27 11:54 
2005/06/27 11:54 


S21 
7 


119 


(713/151).CCLS. 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 12:02 


S21 
8 


124 


(370/230. 1).CCLS. 


5L 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 12:03 


S21 
9 

S22 
0 


6609 
104 


S206 S207 S208 S209 S210 S211 S212 
S213 S214 S215 S216 S217 S218 

S219 and flood 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; 

DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 

DERWENT; 
IBM_TDB 


OR 
OR 


OFF 
OFF 


2005/06/27 12:03 
2005/06/27 12:03 


S22 
1 


279 


S219 and attack 


$1 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; 

DERWENT; 
IBM TDB 


OR 


OFF 


2005/06/27 12:03 
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S22 


2 


2 




S22 


1126 


3 




S22 


3132 


4 




S22 


6197 


5 




S22 


3067 


6 




S22 


0 


7 




S22 


119 


8 




S22 


278 


9 





S219 and zombie 



S219 and filter 



S219 and packet 



S219 and network 



S224 and S225 



S226 and devial 



S226 and denial 



S219 and dos 




US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
DERWENT; 
IBM TDB 



OR 


OFF 


2005/06/27 12:03 


OR 


OFF 


2005/06/27 12:03 


OR 


OFF 


2005/06/27 12:03 


OR 


OFF 


2005/06/27 12:04 


OR 


OFF 


2005/06/27 12:04 


OR 


OFF 


2005/06/27 12:04 


OR 


OFF 


2005/06/27 12:04 


OR 


OFF 


2005/06/27 12:04 
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S23' * 
0 


5 


S219 and ddos 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; 

DERWENT; 
IBM_TDB 


OR 


OFF 


2005/06/27 12:04 


S23 
1 


156 


(713/187).CCLS. At ^ 


USPAT; 
USOCR; 
EPO; 

DERWENT 


OR 


OFF 


2005/06/27 13:17 
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